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Al-generated misinformation was one of the top concerns during the 2024

U.S. presidential election. In January 2024, the World Economic Forum

claimed that “misinformation and disinformation is the most severe short-

term risk the world faces” and that “Al is amplifying manipulated and distor

information that could destabilize societies.” News headlines about electior

in 2024 tell a similar story:

AP Election disinformation takes a big leap with Al
being used to deceive worldwide

Generative Al is the ultimate disinformation
@ Akademie  amplifier

Al-generated images have become a new form
n p r of propaganda this election season

Ghe llluﬁl]iuuton Post The rise of Al fake news is creating a
N ‘misinformation superspreader’

Al-generated disinformation poses threat of
@ PBS misleading voters in 2024 election

The New ﬂork Times Disinformation Researchers Raise Alarms About

A.l. Chatbots

Al-Generated Fake News Is Coming to an
m I El E m Election Near You

Disinformation reimagined: how Al could erode

Gl'{gll‘edian democracy in the 2024 US elections
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Algorithms are pushing Al-generated falsehoods
THE CONVERSATION at an alarming rate. How do we stop this?

In contrast, in our past writing, we predicted that Al would not lead to a
misinformation apocalypse. When Meta released its open-weight large
language model (called LLaMA), we argued that it would not lead to a tidal
wave of misinformation. And in a follow-up essay, we pointed out that the

distribution of misinformation is the key bottleneck for influence operatior
and while generative Al reduces the cost of creating misinformation, it doe
not reduce the cost of distributing it. A few other researchers have made

similar arcuments.

Which of these two perspectives better fits the facts?

Fortunately, we have the evidence of Al use in elections that took place
around the globe in 2024 to help answer this question. Many news outlets ¢
research projects have compiled known instances of Al-generated text and
media and their impact. Instead of speculating about Al's potential, we can
look at its real-world impact to date.

We analyzed every instance of Al use in elections collected by the WIRED A
Elections Project, which tracked known uses of Al for creating political

content during elections taking place in 2024 worldwide. In each case, we
identified what Al was used for and estimated the cost of creating similar
content without Al

We find that (1) half of Al use isn't deceptive, (2) deceptive content produce
using Al is nevertheless cheap to replicate without Al, and (3) focusing on tt
demand for misinformation rather than the supply is a much more effective
way to diagnose problems and identify interventions.
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To be clear, Al-generated synthetic content poses many real dangers: the
creation of non-consensual images of people and child sexual abuse materi

and the enabling of the liar’s dividend, which allows those in power to brus]

away real but embarrassing or controversial media content about them as /
generated. These are all important challenges. This essay is focused on a
different problem: political misinformation. !

Improving the information environment is a difficult and ongoing challenge
It's understandable why people might think Al is making the problem worse
Al does make it possible to fabricate false content. But that has not
fundamentally changed the landscape of political misinformation.

Paradoxically, the alarm about Al might be comforting because it positions
concerns about the information environment as a discrete problem with a
discrete solution. But fixes to the information environment depend on
structural and institutional changes rather than on curbing Al-generated

content.

Half of the Deepfakes in 2024 Elections weren’t
Deceptive

We analyzed all 78 instances of Al use in the WIRED Al Elections Project
(source for our analysis). 2 We categorized each instance based on whether
there was deceptive intent. For example, if Al was used to generate false
media depicting a political candidate saying something they didn't, we

classified it as deceptive. On the other hand, if a chatbot gave an incorrect
response to a genuine user query, a deepfake was created for parody or sat

or a candidate transparently used Al to improve their campaigning materia
(such as by translating a speech into a language they don't speak), we classi
it as non-deceptive.
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To our surprise, there was no deceptive intent in 39 of the 78 cases in the
database.

The most common non-deceptive use of Al was for campaigning. When
candidates or supporters used Al for campaigning, in most cases (19 out of
the apparent intent was to improve campaigning materials rather than

mislead voters with false information.

We even found examples of deepfakes that we think helped improve the
information environment. In Venezuela, journalists used Al avatars to avoid
government retribution when covering news adversarial to the governmen
In the U.S., a local news organization from Arizona, Arizona Agenda, used
deepfakes to educate viewers about how easy it is to manipulate videos. In
California, a candidate with laryngitis lost his voice, so he transparently use
Al voice cloning to read out typed messages in his voice during meet-and-

greets with voters.

Reasonable people can disagree on whether using Al in campaigning mater
is legitimate or what the appropriate guardrails need to be. But using Al for
campaign materials in non-deceptive ways (for example, when Al is used as
tool to improve voter outreach) is much less problematic than deploying Al
generated fake news to sway voters.

Of course, not all non-deceptive Al-generated political content is benign. *
Chatbots often incorrectly answer election-related questions. Rather than
deceptive intent, this results from the limitations of chatbots, such as
hallucinations and lack of factuality. Unfortunately, these limitations are no
made clear to users, leading to an overreliance on flawed large language
models (LLMs). 4
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Making Deceptive Political Misinformation Does N¢
Require Al

For each of the 39 examples of deceptive intent, where Al use was intendec
make viewers believe outright false information, we estimated the cost of
creating similar content without Al—for example, by hiring Photoshop expe
video editors, or voice actors. In each case, the cost of creating similar
content without Al was modest—no more than a few hundred dollars. (We

even found that a video involving a hired stage actor was incorrectly marke
as being Al-generated in WIRED’s election database.)

In fact, it has long been possible to create media with outright false
information without using Al or other fancy tools. One video used stage
actors to falsely claim that U.S. Vice President and Democratic presidential
candidate Kamala Harris was involved in a hit-and-run incident. Another
slowed down the vice president's speech to make it sound like she was

slurring her words. An edited video of Indian opposition candidate Rahul
Gandhi showed him saying that the incumbent Narendra Modi would win t
election. In the original video, Gandhi said his opponent would not win the
election, but it was edited using jump cuts to take out the word “not.” Such
media content has been called “cheap fakes” (as opposed to Al-generated

“deepfakes”).

There were many instances of cheap fakes used in the 2024 U.S. election. T
News Literacy Project documented known misinformation about the electi

and found that cheap fakes were used seven times more often than Al-
generated content. Similarly, in other countries, cheap fakes were quite

prevalent. An India-based fact checker reviewed an order of magnitude mo
cheap fakes and traditionally edited media compared to deepfakes. In
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Bangladesh, cheap fakes were over 20 times more prevalent than deepfakes

Let’s consider two examples to analyze how cheap fakes could have led to
substantially similar effects as the deepfakes that got a lot of media attentic
Donald Trump’s use of Taylor Swift deepfakes to campaign and a voice-clor
robocall that imitated U.S. President Joe Biden in the New Hampshire prim:
asking voters not to vote.

"!! \ Donald J. Trump &

3 ’\

by ISIS, Swifties have determined they want a strong leader in the White
House. The Swifties For Trump movement is real

SWIFTIES TURNING TO
TRUMP AFTER ISIS FOILED
TAYLOR SWIFT CONCERT

TAYLOR WANTS YOU

a
[ esForTrump continue to break the internet! Kamalas campaigi
\ bles over it!
& \
s
E 5
*
> L
™ (@1 3
o o Pass AR ;"
: . ;

-
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10, VOTE For

2.82k 9.08k

A Truth Social post shared by Donald Trump with images of Taylor Swift
fans wearing “Swifties for Trump” t-shirts. Top left: A post with many Al-
generated images of women wearing “Swifties for Trump” t-shirts, with a
“satire” label. Top right: A real image of Trump supporter Jenna
Piwowarczyk wearing a “Swifties for Trump” t-shirt. Bottom left: A
fabricated image of Taylor Swift in front of the American flag with the
caption, “Taylor wants you to vote for Donald Trump.” It is unclear if the
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image was created using Al or other editing software. Bottom right: A
Twitter post with two images: one Al-generated, the other real, of women
wearing “Swifties for Trump” t-shirts.

Trump’s use of Swift deepfakes implied that Taylor Swift had endorsed him
and that Swift fans were attending his rallies en masse. In the wake of the
post, many media outlets blamed Al for the spread of misinformation.

But recreating similar images without Al is easy. Images depicting Swift’s

support could be created by photoshopping text endorsing Trump onto an
her existing images. Likewise, getting images of Trump supporters wearing
“Swifties for Trump” t-shirts could be achieved by distributing free t-shirts
a rally—or even selectively reaching out to Swift fans at Trump rallies. In fac
two of the images Trump shared were real images of a Trump supporter wt

is also a Swift fan.

Another incident that led to a brief panic was an Al clone of President Joe

Biden’s voice that asked people not to vote in the New Hampshire primary.

CS CyberScoop

)
New Hampshire robocall kicks off era of Al-enabled election ¥
disinformation 2
Fake audio of President Biden urged Democratic primary voters to stay away from the
polls — a preview of election meddling to come in 2024...

Jan 24, 2024

© The Conversation

Fake Biden robocall to New Hampshire voters highlights how =5 o
easy it is to make deepfakes - and how hard it is to defend

against Al-generated disinformation >
Deepfake technology is widely available, and a pivotal election year lies ahead. The fake

Biden robocall is likely to be just the latest of a series of...

Jan 23, 2024

@ wireD
The Biden Deepfake Robocall Is Only the Beginning

An uncanny audio deepfake impersonating President Biden has sparked further fears
from lawmakers and experts about generative Al's role in spreading...

Jan 23, 2024

A Axios
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Fake robocall in New Hampshire tells Dems not to vote in . WRITE n l

primary
The calls are disinformation, a Biden spokesperson said.

Jan 22,2024

[ TheHil

Fake Biden robocall ‘tip of the iceberg’ for Al election
misinformation

A digitally altered message created to sound like President Biden urging New
Hampshire residents not to vote in Tuesday's primary added fuel to calls for...

Jan 24, 2024

News headlines in the wake of the Biden robocall.

Rules against such robocalls have existed for years. In fact, the perpetrator
this particular robocall was fined $6 million by the Federal Communication:

Commission (FCC). The FCC has tiplines to report similar attacks, and it
enforces rules around robocalls frequently, regardless of whether Al is usec

Since the robocall used a static recording, it could have been made about a
easily without using Al—for instance, by hiring voice impersonators.

It is also unclear what impact the robocall had: The efficacy of the deepfake
depends on the recipient believing that the president of the United States is
personally calling them on the phone to ask them not to vote in a primary.

Is it just a matter of time until improvements in technology and the experti
of actors seeking to influence elections lead to more effective Al
disinformation? We don’t think so. In the next section, we point out that
structural reasons that drive the demand for misinformation are not aided
Al. We then look at the history of predictions about coming waves of Al
disinformation that have accompanied the release of new tools—prediction
that have not come to pass.

The Demand for Misinformation

Misinformation can be seen through the forces of supply and demand. The
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supply comes from people who want to make a buck by generating clicks,
partisans who want their side to win, or state actors who want to conduct
influence operations. Interventions so far have almost entirely tried to curt
the supply of misinformation while leaving the demand unchanged.

The focus on Al is the latest example of this trend. Since Al reduces the cos
of generating misinformation to nearly zero, analysts who look at
misinformation as a supply problem are very concerned. But analyzing the
demand for misinformation can clarify how misinformation spreads and wh

interventions are likely to help.

Looking at the demand for misinformation tells us that as long as people he

certain worldviews, they will seek out and find information consistent with

those views. Depending on what someone’s worldview is, the information i

question is often misinformation—or at least would be considered
misinformation by those with differing worldviews.

In other words, successful misinformation operations target in-group

members—people who already agree with the broad intent of the message.

Such recipients may have lower skepticism for messages that conform to tt

worldviews and may even be willing to knowingly amplify false information

Sophisticated tools aren’t needed for misinformation to be effective in this
context. On the flip side, it will be extremely hard to convince out-group
members of false information that they don't agree with, regardless of Al us

Seen in this light, Al misinformation plays a very different role from its
popular depiction of swaying voters in elections. Increasing the supply of
misinformation does not meaningfully change the dynamics of the demand
misinformation since the increased supply is competing for the same eyebe

Moreover, the increased supply of misinformation is likely to be consumed
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mainly by a small group of partisans who already agree with it and heavily

consume misinformation rather than to convince a broader swath of the

public.

This also explains why cheap fakes such as media from unrelated events,

traditional video edits such as jump cuts, or even video game footage can b

effective for propagating misinformation despite their low quality: It is muc
easier to convince someone of misinformation if they already agree with its

message.

Our analysis of the demand for misinformation may be most applicable to
countries with polarized close races where leading parties have similar
capacities for voter outreach, so that voters’ (mis)information demands are
already saturated.

Still, to our knowledge, in every country that held elections in 2024 so far, £
misinformation had much less impact than feared. In India, deepfakes were

used for trolling more than spreading false information. In Indonesia, the
impact of Al wasn't to sow false information but rather to soften the image
then-candidate, now-President Prabowo Subianto (a former general accuse
of many past human rights abuses) using Al-generated digital cartoon avatz
that depicted him as likable. °

Why Do Concerns About Al Misinformation Keep
Recurring?

The 2024 election cycle wasn't the first time when there was widespread fe
that Al deepfakes would lead to rampant political misinformation. Strikingl
similar concerns about Al were expressed before the 2020 U.S. election,

though these concerns were not borne out. The release of new Al tools is
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often accompanied by worries that it will unleash new waves of

misinformation:

e 2019. When OpenAl released its GPT-2 series of models in 2019, one of
main reasons it held back on releasing the model weights for the most
capable models in the series was its alleged potential to generate
misinformation.

e 2023. When Meta released the LLaMA model openly in 2023, multiple
news outlets reported concerns that it would trigger a deluge of Al
misinformation. These models were far more powerful than the GPT-2
models released by OpenAl in 2019. Yet, we have not seen evidence of
large-scale voter persuasion attributed to using LLaMA or other large
language models.

o 2024. Most recently, the widespread availability of Al image editing tool

on smartphones has prompted similar concerns.

a ".lvvv.--lnnvq_,t.' RIVNF Y Y WASARIT R A3 N AL . AsdrLvIL ™ . -
m.{‘)g'_ mation that ne iess than twenty per- i;"e
ware | SONE Were involved in the plot.
icin- -‘ bhe
+ vy WOULD MAKE USE OF [
hich ous
liar-) we

FAKE PHOTOS CRIME| s
gven =
posi- )

vy u|Senator Lodgc Introduces EBill to CI
ank- Make Use of “Fake" Photos With
rible. President's Picture a Crime.
haont (BY ASSOCIATED CRYESS.]
plled Washington, July 29.—A man jnow
aonds | being  sought. by the [immigralion
-are | autherilies fov “white slave” trading Mi
o cf| has used a4 “iake” picture of hinself
wove-| shaking hands with President Taft ro
e oftimpress and terrorize his victims, wc-
the! cording fo a statciment made to the

smen | aenate tadavy hv Qonatnr T.adre whn a

11 of 14 3/31/2025, 12:01 PM


https://www.technologyreview.com/2019/08/29/133218/openai-released-its-fake-news-ai-gpt-2/
https://www.technologyreview.com/2019/08/29/133218/openai-released-its-fake-news-ai-gpt-2/
https://www.nytimes.com/2023/05/18/technology/ai-meta-open-source.html
https://www.nytimes.com/2023/05/18/technology/ai-meta-open-source.html
https://www.theverge.com/2024/8/26/24228808/ai-image-editing-photoshop-comparison-argument
https://www.theverge.com/2024/8/26/24228808/ai-image-editing-photoshop-comparison-argument
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F97a992ce-4187-46e1-b7cd-85a357716c64_779x855.png
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F97a992ce-4187-46e1-b7cd-85a357716c64_779x855.png
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F97a992ce-4187-46e1-b7cd-85a357716c64_779x855.png
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F97a992ce-4187-46e1-b7cd-85a357716c64_779x855.png
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2F97a992ce-4187-46e1-b7cd-85a357716c64_779x855.png

We Looked at 78 Election Deepfakes. Political Misinformation is not an... https://www.aisnakeoil.com/p/we-looked-at-78-election-deepfakes

FES 5“2 99 T R AW e e I-l\‘\-.-v l'-' A B R L B L Y .l_‘\,'\l:lvﬂ’ LY AP

introduced a hill to make it @ crime| t®
1 the: for anvore to make the “lake™ pic-|CO!
bat-] kurez using (he npresident as one of | 1€

shed { the principals. R‘Ii
niles fihe
wend | A A RIAS WP "M AFIrra "o wh

Source, Primary source

In fact, concerns about using new technology to create false information g
back over a century. The late 19th and early 20th centuries saw the advent «
technologies for photo retouching. This was accompanied by concerns that
retouched photographs would be used to deceive people, and, in 1912, a bill
was introduced in the U.S. that would have criminalized photo editing with

subjects’ consent. (It died in the Senate.)

Thinking of political misinformation as a technological (or Al) problem is

appealing because it makes the solution seem tractable. If only we could ro
back harmful tech, we could drastically improve the information environme

While the goal of improving the information environment is laudable, blami
technology is not a fix. Political polarization has led to greater mistrust of t
media. People prefer sources that confirm their worldview and are less

skeptical about content that fits their worldview. Another major factor is th
drastic decline of journalism revenues in the last two decades—largely drivi

by the shift from traditional to social media and online advertising. But this
more a result of structural changes in how people seek out and consume
information than the specific threat of misinformation shared online.

As history professor Sam Lebovic has pointed out, improving the informatic
environment is inextricably linked to the larger project of shoring up

democracy and its institutions. There’s no quick technical fix, or targeted
regulation, that can “solve” our information problems. We should reject the
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simplistic temptation to blame Al for political misinformation and confront
the gravity of the hard problem.

Correction: A previous version of the essay’s introduction stated that most Al
is not deceptive. In fact, 39 of 78 articles in the database are examples of non-
deceptive Al use, or 39 out of 74 if we restrict ourselves to political
communication and set aside the 4 instances that are scams.

This essay is cross-posted to the Knight First Amendment Institute website. W
are grateful to Katy Glenn Bass for her feedback.

1 The terms mis- and disinformation lack agreed-upon definitions. In this piece, v
use the term misinformation to refer to outright false information, as opposed t
issues of misleading interpretive framing. Despite many people’s perception of
outgroup narratives as “misinformation,” we don't think the misinformation lens
a useful way to think about differences in framing and narratives; we're more
narrowly concerned about using outright false information to support those
narratives.

[\

The low number of total deepfakes found in elections worldwide is surprising o1
own terms. The small number could either indicate that Al deepfakes are a muc.
smaller problem so far than anticipated or that the database has many missing
entries. Still, other databases that tracked election deepfakes have a similar cou
for the total number of deepfakes; for example, the German Marshall Fund’s list
deepfakes related to 2024 elections worldwide has 133 entries, though it started
collecting entries in September 2023. As we note further along in the essay, the
News Literacy Project documented known misinformation about the 2024

elections and found that cheap fakes that didn't use Al were used seven times m

often than Al-generated content.

[98)

The dataset also included four instances of Al-generated deepfake videos of
politicians used to perpetrate financial scams. Compared to political
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misinformation, scams have very different dynamics (more sophisticated videos
could be more convincing) and stakes (they involve individual financial harm rat
than threats to democracy). Similarly, addressing scams requires different
interventions—for instance, monitoring and removing networks of scammers is
something major online platforms have been doing for a long time. In other wor
scams are a different problem that we have other tools for addressing (regardles
of the fact that some platforms arguably underinvest in doing so) and are outsid
the scope of this essay.

In the last legs of the 2024 U.S. election, Google and OpenAl restricted their
chatbots from answering election-related queries—though competitors like
Perplexity didn't, claiming that their product was highly accurate. Evaluating
chatbots’ tendency to answer questions factually or abstain from answering
questions, improving the factuality of responses, and ensuring chatbots work
across different languages and contexts are important areas of work as more
people turn to chatbots for answering questions.

To be clear, we should not treat such propaganda as something newly made
possible by Al It is the incremental evolution of long-standing techniques. Inde:

the cost of creating cartoon avatars for presidential campaigns would be minusc
with or without Al. The impact of propaganda depends not on the technical
methods used to create it but rather on the freedom of the press to uplift

competing narratives.
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